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Social Engineering 101

What is Social Engineering?
* Why does Social Engineering work?
* When does Social Engineering NOT work?

» Can Social Engineering be done with near 100% success?

» Using OSINT




What is OSINT?

Open source intelligence (OSINT) is a form of intelligence
collection management that involves finding, selecting,
and acquiring information from publicly available sources
and analyzing it to produce actionable intelligence. In the
intelligence community (IC), the term "open" refers to
overt, publicly available sources (as opposed to covert or
classified sources); it is not related to open-source
software or public intelligence.

Definition




Forms of OSINT

OSINT includes a wide variety of information and sources:

* Media: newspapers, magazines, radio, television, and computer-based information.

* Web-based communities and user generated content: social-networking sites, video
sharing sites, wikis, blogs, and folksonomies.

* Public data: government reports, official data such as budgets, demographics,
hearings, legislative debates, press conferences, speeches, marine and aeronautical
safety warnings, environmental impact statements and contract awards.

* Observation and reporting: amateur airplane spotters, radio monitors and satellite
observers among many others have provided significant information not otherwise
available. The availability of worldwide satellite photography, often of high resolution, on
the Web (e.g., Google Earth) has expanded open source capabilities into areas formerly
available only to major intelligence services.

* Professional and academic: conferences, symposia, professional associations,
demic papers, and subject matter experts.




Our Needed OSINT Toolset

* We need a tool to mine the data, trends and topics that
our victims are CURRENTLY talking about

* We need a tool to DELIVER stuff.....

* \We need a tool that HIDES our true intentions

* We need a tool that CREATES naughty bits!!

* \We need these tools for FREE




vietim, you are connected to your Twitter account!
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STAY OM TOP OF TWITTER!

What are you doing?

TinL.com

Making long URLs usable! More than 600 million of them. Serving billions of redirects per month.

Welcome to TinyURL!™

Example

Are you sick of posting URLs in emails only to have it break when sent causing the recipient to
Make Toolbar place. By entering in a URL in the text field below, we will create a tiny URL that will not brea.

TwitterMET Builder
TwitkerMET Builder
kERRUPTEC coding

TwitterNET Builder .

Twitterl zermame

Build
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Timeline Search

@ 15 Tweets match your search criteria

jmecaldwell2
- Reading and Praying — at Starbucks

http://gowal lafc/2n2pg?137
48 minutes sgo from Gowalla

jmecaldwell2

- A sermon about sex, marriage, and
much more! The Quest for Radical
Holiness: hitp:/iwp.meipZ4Fo-3p
gbout 19 hours ego from WordPress.com

jmecaldwell2
A quick word from the heart of your

pastor - | Will Let You Down:
hitp:/iwp.meipZ4Fo-3n

August 23 @ 351 PM from WordPresscom

Mining Bing
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A quick word from the heart of
your pastor - | Will Let You
Down: hitp:/fwp.melpZ4Fo-3n

August 23 @ 351 PM from
WiordPress com




Mining Twitter
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Let's Play A Game.....




